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IP Video Surveillance | Baseline Requirements
The criteria set forth in this document are based upon the input of vendors, VARs and subject matter experts practicing in the field. Requirements and skill sets may vary and are not limited to what is listed here. As such your organization may have relevant competencies that may apply. . 
Please use this document as a guideline or checklist to evaluate your organization’s ability to provide these services, and help provide guidance in building your organization’s competency within this field. 
I. Core technical competencies:
Required:

Network infrastructure design

Wireless infrastructure design

Network security design
Basic Microsoft OS expertise (XP/2003)

Recommnended:

Storage design

Systems integration

II. Technology Specific Competencies:

Required:

An understanding of IPVS camera technology  (camera set up, server design,  enclosures etc)

Competency with vendor specific IPVS solutions that you choose to partner with.

Recommended:
Demonstrated expertise in designing surveillance and/or physical security architectures
III. Other skills/expertise: 
Required: 
Licensed electrician on staff or partnered with

Installation contractor on staff or partnered with

Licenses and permits obtained for city/county/state etc. if required.
A strong knowledge of security best practices

Recommended:

Security consulting experience (physical and/or IT) 
Experience with site survey basics (infrastructure evaluation, needs determination etc.)
Familiarity with security governance, policies
Familiarity with regulatory requirements (HIPAA etc)

V. Recommended certifications:

Industry Standard Certifications
Should have at least one of the following certifications (or an industry recognized equivalent):
CompTIA — Security+

International Information Systems Security Certification Consortium (ISC)2

(ISC)2 — SSCP (Systems Security Certified Practitioner)

(ISC)2 — CISSP (Certified Information Systems Security Professional)
Global Information Assurance Certification (GIAC)
ISACA CISA or CISM

ASIS Physical Security Professional (PSP)

ASIS Certified Protection Professional (CPP)

Other Recommended Certifications: 

CompTIA Network+
Microsoft MCSE

Microsoft MCSA
Microsoft MCP
Certified HIPAA Security Professional

Certified HIPAA Security Specialist
Cisco CCNA or higher

Vendor or industry related storage and system certifications

VI. Vendor Authorizations/Partnerships
Where applicable, VARs wishing to provide these services should be a registered partner and/or authorized with at least one IPVS Vendor. These vendors include but are not limited to: 

Axis Communications

Sony Corporation

Toshiba Security

4XEM Corporation

Milestone Systems

WiLife

D-Link Systems
JVC

